HNAMATKA OBYUYAIOUINUMCSA
npu padore B ceTH HHTEPHET

KOMIIBIOTEPHBIE BUPYCbI

KoMmmbloTepHslii  BUpyC — 3TO  pa3HOBUAHOCTh  KOMIBIOTEPHBIX  IPOrpamM,
OTIIMYUTEILHOW OCOOCHHOCTBIO KOTOPOW SIBISIETCS CHOCOOHOCTh K pa3MHOXKeHHI0. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEIUTH WM TOJHOCTBIO YHUYTOXUTH BCE (ailiibl U
JaHHbIE, MOJKOHTPOJIBbHBIC IMOJIb30BATEI0, OT UMEHH KOTOPOro OblIa 3ammylieHa 3apa)kEHHas
IporpaMma, a TakKe MOBPEAUTh WM JJaKe YHUUYTOXKUTh ONEPALUOHHYIO CHCTEMY CO BCEMH
daitnamu B 11enoM. B 601bIIMHCTBE CllydaeB pacipOCTPaHSAIOTCS BUPYChHI Uepe3 HHTEPHET.

MeTo/1b1 3a1IUTHI OT BPEJOHOCHBIX MPOTPaMM:

1. Hcnone3yil coBpeMEHHbIE ONEpPAllMOHHbIE CHCTEMbl , HMMEIOIIHWE CEepbE3HBIN
YPOBEHb 3aLTUTHI OT BPEIOHOCHBIX ITPOrPaMM.
2. [ToctosiHHO ycTaHaBnuBai natuu (UG pPOBLIE 3aIIaTKH, KOTOPbIE aBTOMAaTHYECKU

YCTaHABIIMBAIOTCSA C MEIBI0 TOPAOTKU MIPOrPaMMBbI) U IPYTHe OOHOBJICHHS CBOCH ONIEpallnOHHON
cuctembl. CkaunBail X TOJbKO ¢ odunuampHoro caira paspadborunka OC. Ecnu cymectByet
pPEXUM aBTOMATUYECKOTO0 OOHOBIICHHUSI, BKIIIOYH €TO.

3. Paboraii Ha cBoeM KOMIbIOTEpE TMOJ TMpaBaMU T[OJb30BATEeNss , a He
aIMUHUCTpATOpa. ITO HE MO3BOJUT OOJBITUHCTBY BPEIOHOCHBIX MPOTPaMM HHCTAILTUPOBATHCS
Ha TBOEM MEPCOHAIBHOM KOMIIBIOTEPE.

4. Ucnonb3yit AHTUBUPYCHbBIE IIPOrpaMMHbIE MIPOJYKThI U3BECTHBIX
IPOM3BOIUTENEH, C aBTOMAaTUYECKUM OOHOBIIEHHEM 0a3.

S. Orpannyb pU3UUECKUI TOCTYI K KOMITBIOTEPY ISl IOCTOPOHHUX JIUII.

6. Hcnonb3yil BHEIIHWE HOCUTENM WHGOpMAlMM, TaKHe Kak (uemka, AUCK HIH
(aiin U3 UHTEpHETA, TOJIbKO U3IPOBEPEHHBIX HCTOUYHUKOB .

7. He oTkpbIBail KOMIbIOTEpHBIE (ailsibl, MOTYYEHHBIE U3 HEHAIEKHBIX UCTOUHUKOB.

Jaxe Te ¢ailsbl, KOTOpbIe MpUCIail TBOW 3HaKOMBIN. Jlydille yToUHM y HEro, OTHPABIISAI JIU OH
Te0e Ux.

CETHU WI-FI

Wi-Fi — 370 He BuJ mepeaun JaHHBIX, HE TEXHOJOTHS, a BCETO JIHIIb OpeH 1, Mapka. Ere
B 1991 roay Huzaepnanjackas xommanus 3apeructpuponana opens « WECAy, uro o6o3Hauvano
cinoBocodetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECIPOBOIHASI TOYHOCThY.

Jlo Hamero BpeMeHU Jounuia japyras aOOpeBuaTypa, KOTOpas SIBISETCS TaKOH xKe
TexHoyioruei. 3to abopeBuarypa «Wi-Fi». Takoe Ha3zBaHue ObUIO JAHO C HAMEKOM Ha CTaHAAPT
BbICHIMI 3ByKOBOM TexHUKHU Hi-Fi, uTo B mepeBo/ie 03Ha4aeT «BbICOKAsi TOYHOCTbY.

Ja, OGecrimaTHBIH MHTEPHET-IOCTYN B Kade, oTelnsiX M a’ponoprax SBISETCS OTIWYHOU
BO3MOXKHOCTBIO BbIX0/1a B MHTepHET. Ho MHOTHE AKCHEepTHl CYMTAIOT, YTO 001Ie1ocTynHble Wi-
Fi cetu He sBNsAIOTCA O€30MaCHBIMHU.

Cosertsl 10 Oe30macHOCTH paboTte B 00mmenocTynHbIx ceTsx Wi-fi:

1. He nepenasaii cBoro nuunyro wHboOpMaruio depe3 odmenoctymnusie Wi-Fi ceTn.
Paboras B HuX, )KenaTeabHO HE BBOAUTH MAPOJIH JOCTYIIA, JOTHHBI U KaKHe-TO HOMEpa.

2. Hcnone3yilt 1 0OHOBISAN aHTUBUPYCHBIE MPOrpamMMBbl U OpaHamayep. Tem cambiM
ThI 00€30MacuIIb ceds 0T 3aKaYKH BUpPYyca Ha TBOE YCTPOUCTBO.

3. [Tpu ucnons3oBanuu Wi-Fi otkmoun ¢yHkmuio «OOmmil goctyn k ¢ainaMm u
npunTepam». JlaHHas QyHKUMS 3aKpblTa MO YMOJYaHHUIO, OJJHAKO HEKOTOpBIE I0JIb30BaTENN
AKTHUBUPYIOT €€ JIs y1I00CTBA UCIIOJIB30BAHUS B paboTe WiIu yueoe.

4. He ucnons3yit nyonuunsiii WI-FI ans nepegaun TMYHBIX JaHHBIX, HAIIPUMEp IS
BBIX0JIa B COLIMAJIbHBIC CETH UJIM B AJIEKTPOHHYIO IIOUTY.

S. Wnonb3yii Tonbko 3amuiieHHoe coequnenue yepe3 HTTPS, a e HTTP, 1. e. npu
Habope BeO-aapeca BBoaM UMEeHHO «https://«.

6. B moOwiebHOM Tenedone otkmoun pyHkuuioo «[logkmodyenune k  Wi-Fi
aBTOMaTuyeckn». He momyckaii aBTOMaTnuecKoro MoJKIIOYeHHS yCTpoiicTBa K ceTsiMm Wi-Fi 6e3
TBOETO COIJIACHsl.



COUUAJIBHBIE CETHU

ConmanbHbIe CETH aKTUBHO BXOJAT B HAIIY KH3Hb, MHOTHE JIFOJU paOOTAIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3apeructpupoBaH MWUTHAPI YEIOBEK, YTO SBISICTCS OIHOMN
CEbMOM BCEX JKUTENICH IJIaHEeThl. MHOTHE TMOJb30BATEIM HE MOHUMAIOT, 4TO WH(pOpMAIHS,
pa3MelleHHAs UMH B COIMAJbHBIX CETSAX, MOXET ObITh HAalJICHA M UCIIOJIb30BaHA KEM YTOJHO, B
TOM YHCJIe HE 00513aTeIbHO ¢ OJIariMH HaMEPEHHSIMU.

OCHOBHBIE COBETHI 110 0€30MACHOCTH B COIMAIIBHBIX CETSIX:

1. OrpaHndb CHUCOK Jpy3eil. Y TeOs B APY3bsIX HE JOHKHO OBITH CIyYalHBIX U
HE3HAKOMBIX JIFOJIEH.
2. 3amuiai CBOK YacTHYIO XU3Hb. He ykas3wiBail maposu, TenedoHsl, aapeca, aaty

TBOETO POXICHHUS U JIPYTyIO JUYHYIO WHGOpMaNHo. 3MOYMBIIIJICHHUKH MOTYT HCHOJIb30BaTh
Jla’ke MH(OpPMAIUIO O TOM, KaK Thl U TBOU POAUTEINN TUIAHUPYETE MPOBECTH KAaHUKYIIBI.

3. 3amumail CBOIO pemyTaluio — JEpXKH e B YUCTOTE M 3ajaBail ceOe BOIpoc:
xoTest Obl ThI, 4TOOBI JIpyTrHe IO0JIb30BaTeNN BUAEIH, UYTO ThI 3arpyxaems? [loxymail, nmpexne
YeM YTO-TO OMYOJIMKOBATh, HAIIMCATH U 3aIPy3HTh.

4. Ecin Tbl roBopulllb € JIIOJBMH, KOTOPBIX HE 3HAclllb, HE MHCIOJIB3YyH CBOE
peapHOE MMSI U JIPYTYIO JIMYHYI0 WH(POPMALUU: MMS, MECTO XHTEIbCTBA, MECTO y4eObl W
npoyee.

S. Wzberait pasmemenuss ¢ororpadpuii B MHTepHeTe, TAe Th H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIIPEJIEIUTH TBOE MECTOIIOIOKEHUE .

6. [Ipn peructpauuu B COLUUAIBHON CETM HEOOXOIMMO HCIIOJIb30BATH CIIOKHBIE
HapoJiv, cocTosIue U3 OYKB U HUGP U C KOIUYECTBOM 3HAKOB HE MeHee 8.

7. s counanbHOM ceTH, MOYThl M JPYTHUX CAaWTOB HEOOXOIMMO HCHOJIb30BaTh
pasHble mapoau. Toraa eciu TeOs B3JIOMAIOT, TO 3J0YMBIIUIEHHUKU HOIy4aT AOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

SJIEKTPOHHBIE JEHBI'N

DONEKTPOHHBIE JIEHBI'M — 3TO OY€Hb YNOOHBIN CHOCO0 MiaTeked, OJTHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JIECHBIH.

ONEeKTPOHHbIE JEHbIW MOSBUIUCH COBCEM HEIABHO U MMEHHO H3-3a ATOIO0 BO MHOTHX
rocyapcTBax O CUX IOP HE IPOMUCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe oHu QyHKIMOHUPYIOT U O HUX Y€ IMPOIUCAHO B 3aKOHE, I/I€ UX Pa3JeNsioT
Ha HECKOJIbKO BHJIOB — aHOHMMHBIE U HE aHOHUMHBIE. PasHuna B TOM, 4TO aHOHUMHBIE — 3TO
T€, B KOTOPBIX pa3pelaercsi MpOBOJUTH olepanuu 0e3 uAeHTU(UKALMU [O0JIb30BaTENsl, a B
HEaHOHMMHBIX MJICHTU()UKALIMHU TOJIb30BATENs ABISAETCS 00s3aTeIbHOM.

Taxxke cienyer pazauyarh 3JEKTPOHHbIE (HUATHBbIE JEHBI'M (PaBHBI TOCYJAapPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIC He(hUaTHbBIE ICHBIU (HE paBHBI TOCYJAPCTBEHHBIM BATIOTaM).

OcHoBHBIE COBETHI 110 6€30MaCHOI paboTe C ITEKTPOHHBIMU J€HbIaMU:

1. [IpuBsoxku Kk cuery MOOWIBHBIA TenedoH. DTo caMblii yaoOHBIH M OBICTPHIH
croco0 BOCCTaHOBUTH JOCTYM K cuery. [IpuBsizannbiii TeneoH momMoxeT, eciii 3a0yaenib CBOH
IJIATEKHBIN IMApOJIb UM 3aE1Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA.

2. Ncnonp3yit onHopaszoseie napoiin . [lociie nepexoa Ha YCUIIEHHYIO aBTOPU3AIUIO
Tebe yxe He Oy/IeT yrpokaTh ONAaCHOCTh KPa)kyl MIIM IepexBaTa IJIaTeKHOTro HapoJis.
3. Boi6epu cnoxublit maposs . [IpectynHukam OyaeT He IPOCTO yraaaTh CIOKHBIN

naposb. Hagexxusle napony — 3T0 napoJid, KOTOpPbIE COAEPKAT HE MEHEE 8 3HAKOB U BKJIIOUYAIOT
B ce0sl CTPOYHbIE M IPONHUCHBIE OYKBBI, LU(PPbl U HECKOJIBKO CHUMBOJIOB, TaKME€ KakK 3HAK
nojiapa, gyHTa, BOCKJIMIATEIbHBIN 3HaK U T. 1. Hampumep, StROng!;.

4. He BBOAM cBOM JIMUYHBIE JaHHBIE HA CaliTax, KOTOPBIM HE JOBEPSIELIb.



SJEKTPOHHAS ITIOYTA

DNEeKTPOHHAs MOYTa — 3TO TEXHOJIOTHS U MPEAOCTABISIEMbIE €10 YCIYTHU 0 MEePECHUIKE U
MOJTYYEHHUIO JJICKTPOHHBIX COOOIICHUH, KOTOpPBIC PACHpPEIENISIOTCS B KOMITBIOTEPHON CETH.
OO6b1yHO ANEKTPOHHBIN MOYTOBBIA  SANIMK  BBITJISAUT CJIEYIOIUM o0Opa3zom:
UMs_TIOJB30BaTeA(@HUMs_TOMEHa. Takke KpoMme Tepeladyd MPOCTOr0 TEKCTa, HWMEETCs
BO3MOXKHOCTb MepeaaBarh (paisbl.

OCHOBHBIE COBETHI 110 0€30ITacHOM paboTe C AITCKTPOHHOU MTOYTOH:

1. Hano BeIOpaTh mpaBUJIBHBIN MOYTOBBIM CEpBHC . B MHTEpHETE €CTh OTPOMHBIN
BBIOOp OECIUTATHBIX TMOYTOBBIX CEPBUCOB, OJIHAKO JIYYIIE JOBEPSATH TEM, KOTO 3HACIlb U KTO
MIEPBbIA B PEUTUHTE.

2. He yxaspBait B nuuHOM moute JuyHyro wuHpopmanmio. Hampumep, mydmie
BBIOPATh «MY3bIKaJIbHBIN (aHaT@" wim «pok2013» BMecTo «remal3y.

3. Hcnonp3yit ABYyXATamHyl0 aBTOPU3ALMIO . DTO KOrJa MOMHUMO MapoJisi HYKHO
BBOJIMTH KOJI, TpUChLIaeMbIi 110 SMS.

4. Bribepu crioxxublil maposs . s KaKA0ro mouToBOTO SIIUKA JTOJHKEH ObITH CBOU
HaJICKHbIM, YCTOWYUBBIN K B3JIOMY NapOJIb.

S. Ecnu ectb BO3MOKHOCTh HAlMCaTh CaMOMY CBOM JIMYHBIA BOIPOC , UCIOJIb3YH
3Ty BO3MO>XHOCTb.

6. Hcenone3yil HECKOJIBKO IOYTOBBIX SIIIUKOB . IIepBhIi [UIsl 4aCTHOW NEPENMCKHU C

aZipecaTamMu, KOTOPBIM Thl JOBepsellb. ITO 3JIEKTPOHHBIM aapec HEe HAJO0 HCIOJNb30BATh MPHU
peructpanuu Ha GopymMax U caiTax.

7. He oTtkpsiBaii ¢ailsibl ¥ Jpyrue BI0XKEHUS B MUCbMAX, 1aXe €CIM OHH MPHUIUIH OT
TBOMX JIpy3el. Jlydie yrouHu y HUX, OTIIPABIISUIH JIH OHU TeOe 3TH (aiiiibl.
8. [Tocne okoH4aHust pabOTHI Ha MOYTOBOM CEPBHCE MEpes 3aKPbITHEM BKJIAJIKU C

caiiToM He 3a0y/b HaKaTh Ha «BBIATH ».

KUBEPBYJIJIMHI WJIU BUPTYAJIBHOE U3JIEBATEJIBCTBO

KubepOymauHar — mpecieoBaHME COOOIICHUSMH, COJEP)KAIlUMHU  OCKOpOJIeHMUS,
arpeccHio, 3aIyrMBaHNUe; XYIUTAHCTBO; COIMAIbHOE OOMKOTHPOBAHHE C MOMOIIBIO PA3INYHBIX
UHTEPHET-CEPBUCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KNOEPOYUITMHIOM:

1. He Opocaiics B 6ot . JIyummuii cnoco6: mocoBeToBaThesi Kak ceOs BECTH M, €CIIU
HET TOrO, K KOMY MOKHO O6paTI/ITI>C${, TO BHa4YaJIC YCIIOKOUTBLCH. Ecam THI HayHenb OTBEUYATH
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellie OOJIbIle Pa30XiKellb KOH(IUKT.

2. VYrpasnsii cBoet kubeppemnyTranuei.

3. AHOHUMHOCTb B ceTH MHHUMasl . CylIecTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 3a
QHOHHMMHBIM aKKayHTOM.

4. He crout BecTn xynuranckuii o0opa3 BUpTyasbHOM XKu3HU. IHTEpHET QUKCUpyeT
BCE TBOM JICHCTBUA U COXpaHseT UX. Y JAIUTh UX OyJeT KpailHe 3aTpyAHUTEIBHO.

5. Co0mro1aii CBOIO BUPTYAIBHYIO Y€CTh CMOJIOY.

6. Urnopupyit enunuuHblii HeratuB. OJHOpPA30Bble OCKOPOUTEIbHBIE COOOIICHUS
Jy4iie urHopupoBaTh. OOBIUHO arpeccusi MPeKpalaeTcsl Ha Ha4albHOM CTauu.

7. ban arpeccopa. B mporpammax oOMEHa MTIHOBEHHBIMH COOOILICHHSMH, B
COLIMATIBHBIX CETAX €CTh BO3MOXKHOCTb OJIOKMPOBKHM OTIPABKH COOOILEHUN C ONpeAeseHHBIX
aJpecoB.

8. Ecmn Tbl cBuperens kubepOyumHra . TBoum AeHCTBUS: BBICTYNUTh IPOTHB

MpecieoBaTess, MoKa3aTb €My, YTO €ro JACHCTBUSA OLEHUBAIOTCS HEraTHBHO, IMOJAECPKATh
KEpPTBY, KOTOPOW HYXHa IICUXOJIOrMYecKas IIOMOIlb, COOOUIUTH B3pOCIbIM O (akre
arpecCUBHOrO MOBEICHUS B CETH.



MOBWJIbHBIN TEJE®OH

CoBpeMeHHbIe cMapThOHBI M TUIAHIIETHI COJEPIKAT B ce0e BIOJHE B3POCIBbIA (YHKIIMOHAT,
U Tenepb OHM MOTYT KOHKYPHUPOBATh CO CTallMOHAPHBIMH KOMIbIOTepaMu. OIHAKO, CPEACTB
3alIUTHI 711 TOJIOOHBIX YCTPOMCTB MOKa O4YE€Hb Maslo. TecTHpoBaHHME M TOUCK YSI3BUMOCTEH B
HUX TPOUCXOJIUT HE TaK MHTEHCUBHO, Kak 1 [IK, To ke camoe kacaercs W MOOMIBHBIX
MIPUITOKEHU .

CoBpeMeHHBIE MOOWIBHBIE Opay3ephbl YKe MPaKTUYSCKU JOTHAIU HACTOJIBHBIEC aHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHAJa BJeYeT 3a C000i OOJBIIYI0 CIO0XXHOCTh W MEHBIIYIO
3aLIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOIUTENN BBIMYCKAIOT OOHOBJICHHMSI, 3aKPHIBAIOLINE KPUTUYECKUE
YSI3BUMOCTH JIJISl CBOMX YCTPOWCTB.

OcHoBHBIE COBETHI J1s1 0€30MacCHOCTH MOOUIIBHOTO TenedoHa:

1. Huuero He sBisgercs no-HacTosieMy OecruiatHbIM. Byab ocTopokeH , Beab Koraa
Tebe npeaiaratoT 0eCIuIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBIThI KaKHe-TO IUIATHBIE YCIYTH.

2. Jymaii, npexae ueM otnpaButb SMS, poto unu Buaeo. Thl TOUHO 3HAElIb, IE
OHHU OyZyT B KOHEUHOM HTOre?

3. Heob6x01uMo 0OHOBIISATE ONEPAIIMOHHYIO CHCTEMY TBOETO cMapT(doHa.

4. Vcnonb3yit aHTUBUPYCHBIE TPOrPaMMBbI /1151 MOOUJIBHBIX TeNIE(OHOB.

S. He 3arpyxaii mpuioXeHHs OT HEHM3BECTHOTO HCTOYHHKA , BEAb OHH MOTYT
coJiepKaTh BPEJOHOCHOE NPOrpaMMHOE oOecIieueHue.

6. [Tocne Toro Kak THI BBIIEHIB C CaldTa, TJe BBOAWI JIMYHYIO WH(OPMAIIHIO, 3ai11
B HACTPOIiKK Opay3epa uynanu cookies .

7. [lepronnyeckn mpoBepstii , KakWe IUTATHBIE YCIYT'HM aKTHBHPOBAaHBI HAa TBOEM
HOMEpe.

8. JlaBaii cBOIf HOMEp MOOHIBHOTO Tene(OHa TOIBKO JFOASIM, KOTOPBIX ThI 3HACIIH U
KOMY JIOBepsieIllb.

9. Bluetooth nomxen ObITH BBIKIIIOUEH , KOT/Ia Thl UM HE MoJb3yelibesa. He 3a0biBait

HHOT'Ja IIPOBCPATH 3TO.

ONLINE UI'PbI

CoBpeMEHHbBIE OHJAMH-UIPBl — 3TO KpacoyHbIE, 3aXBaThIBAIOIIME DPA3BJICUCHUS,
00BEAMHSIONINE COTHHU ThICAY YENIOBEK 10 BceMy Mupy. Urpoku ucciaenyroT JaHHBIA UM MHP,
00IIal0TCs IPYT € APYrOM, BBIIOJHSIOT 3a/laHUs, CPaXaroTcs ¢ MOHCTPaMM U TOJYYalOT OIIBIT.
3a YIOBOJILCTBHE OHHU ILIATAT: MOKYNAIOT JIUCK, OIUIAYMBAIOT a0OHEMEHT MM IpUOOpEeTaroT
KaKHe-TO OILUH.

Bce atu cpencrtBa uayr Ha mNojajep)KaHWE W pa3BUTHE HUIPHI, a TaKXKEe Ha caMy
0€30I1aCHOCTh: COBEPLICHCTBYIOTCS CHCTEMBbl aBTOPU3AIlMM, BBIIYCKAIOTCS HOBBIE MaT4U
(undpoBkIe 3aMIaTKU AJIS IPOrpaMM), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX HMrpax CTOMT omacaTtbCs HE CTOJBKO CBOMX CONEPHHKOB, CKOJBKO KpPaxXH
TBOETO NapoJis, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3aLMK OOJIBLIIMHCTBA UIP.

OcCHOBHBIE COBETHI IO OE€30MACHOCTH TBOETO UTPOBOTO AKKayHTa:

1. Ecnm nmpyroit urpok BemeT ceOsi TUIOXO WM CO3AaeT TeOe HEMPHUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. [Toxxanmyiics agMUHHCTpATOpaM WIPbl Ha IUIOXO€ IIOBEIECHHE 3TOTO HIPOKa,
JKEJIaTeNbHO MPUIIOKUTH KaKHe-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii muunyro uHOpMaInio B mpodaiiiie urpsl;

4. VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeouMaIbHbIE TATYH U MO/IBI,

6. Hcnonb3yi CloXHBIE ¥ pa3HbBIE MAPOIIH ;

7. Jlaxxe BO BpeMs UTpbl HE CTOMT OTKJIIOYATh aHTUBUPYC . [Ioka Thl urpaenib, TBOM

KOMIIBIOTEP MOTYT 3apa3uTh.



OUIINUHT UJIN KPAXKA JIMYHbBIX JAHHBIX

OOBIUHON Kpake JeHer W JIOKYMEHTOB CETOAHS YK€ HHUKOTO HE YAWBHUIINL, HO C
pa3BUTHEM WHTEPHET-TEXHOJOTHH 3JOYMBIIUICHHUKH TEPEMECTHINCh B HWHTEPHET, W
IPOJIOIDKAIOT 3aHUMATBCS «TFOOMMBIMY JICIIOM.

Tak mosiBHJIach HOBask yrpo3a: MHTEPHET-MOLICHHUYECTBA WM (DUILMHT, TJIaBHAS LENb
KOTOPOTO COCTOHMT B TOJYYEHHH KOH(UACHIHMAIBHBIX TaHHBIX IOJIb30BAaTENeii — JIOTWHOB U
naposieii. Ha anrnmiickom si3pike phishing unraercst kak ¢ummnr (ot fishing — priOHast 0B,
password — mapouis).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnenu 3a cBoMM akkayHTOM . Ecimu Tl mopmo3peBaemib, 4TO TBOSI aHKeTa ObLia
B3JIOMaHa, TO HEOOXOMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aJIMUHUCTPATOPaM pecypca 00 3ToM
KaK MO>XKHO CKOpee.

2. Ucnonp3yit Oe3omacHble BeO-CalTHl , B TOM 4YHCIE, MHTEPHET-MarasuHOB W
TIOUCKOBBIX CUCTEM.
3. Hcnonw3yit cioxHbie U pa3Hbie mapoiu . Takum oOpa3oM, eciu Te0si B3JIOMAIOT,

TO 3JIOYMBIIIJICHHUKH MOJy4aT AOCTYH TOJIBKO K OJHOMY TBOEMY NpO(UII0 B CETH, a HE KO
BCEM.

4. Ecnu 1e6s B3moManu , TO HEOOXOOUMO HPEAYHNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE J00aBlieHBl y T€OS B JPY3bSX, O TOM, YTO TEOS B3JIOMAIU M, BO3MOXKHO, OT TBOETO
UMEHHU OY/IET pacchUIaThCs CllaM M CChIJIKU HA (PUILMHIOBBIE CAlThI.

S. VYcranoBu HanexHbId napoib (PIN) Ha MOOMIIBHBIN TeneoH.
6. OTxroun coxpaHeHue naposs B Opaysepe.
7. He otkpriBaii (haitnbl 1 1pyrue BIOKEHHUS B MAChMaXx, AaXKe €CIM OHU MPUILTH OT

TBOMX Jipy3el. Jlyuiie yrouHu y HUX, OTIIPABIISUIM JIU OHU TeOe 3TU (ailibl.

HUD®POBAS PEIIYTALUA

Hudposas pemyranus — 3TO HEraTUBHAs WIM MO3UTHBHAs MH(pOpMAIMA B CETU O Teoe.
Komnpomerupytomass uHpopManusi pa3MelleHHass B MUHTEPHETE MOXKET CEpbEe3HbIM 00pazoM
OTpa3uThbcs Ha TBOEH peanbHOH xu3HU. «LludpoBas pemyTranus» — 3TO TBOM UMHJK, KOTOPBIHA
dopmupyetcs U3 nHGopMauu 0 TeOe B UHTEPHETE.

TBoe MecTo KHUTEIbCTBA, YUeObl, TBOE (PMHAHCOBOE IMOJIOKEHUE, OCOOEHHOCTH XapakTepa
U paccKasbl 0 OJIM3KHUX — BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue noJpOoCTKH JIETKOMBICIIEHHO OTHOCATCS K IMyOJUKAIMM JUYHOW MH(POpPMAaLUU B
WuTepHere, He MOHUMAasi BO3MOXKHBIX MOCHEACTBUI. Thl 1axe HE CMOXKEIlb JJOTaJaThCs O TOM,
yTo (poTorpadus, pazmelieHHas 5 JeT Ha3ajd, cTaja MIPUUYMHON OTKa3a IPUHATH TeOs Ha paboTy.

KomMmenTapuu, pasmenienue TBoux ¢ororpaduil v Apyrue JeMCTBUSI MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOro, KaK Thl X YAaJIHIIb. Thl HE 3Haellb, KTO COXpaHWI 3Ty WH(OpMaIIHIO, IToTaia
JU OHA B IOMCKOBBIE CHCTEMbl M COXpaHWJACh JIM OHA, a TJIaBHOE: YTO MOAYMaliT O Tebe
OKpY’Kalolllee JIFOAM, KOTOpble HAalAyT M yBUIAT 3T0. HaliTu mHpOpMannio MHOTO JIET CIYCTS
CMOXET JTI000M — KaK M3 OOpBIX MOOYXKICHUH, TaK U ¢ HAMEPEHUEM MPUYHMHUTH Bpea. ITO
MOJKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3alTUTE ITU(POBOM peryTaIuu:

1. [Momymaii , mpexie yem 4To-To IMyOJIMKOBAThH U NepeaaBarh y ceds B Ojore wiu B
COIIMAIBHON CETH.

2. B nactpoiikax npodusst yCTaHOBU OTpaHUYEHUSI HA IPOCMOTP TBOETO MPOQUIIT U
€ro COJIEPKUMOTO, CIENIAl €rOTOJBKO IS APY3EH) .

3. He pasmemaii u He ykaspiBail HMH(OpMAIMIO, KOTOpas MOXET KOro-inbo
OCKOPOJISATH UM OOMIKATh.



ABTOPCKOE IIPABO

CoBpeMeHHbIC HIKOJBbHUKM — AaKTHBHBIE I[OJb30BATEIM IU(PPOBOrO IMPOCTPAHCTBA.
OpHako Aanexo He BCE 3HAIOT, YTO MOJIH30BAHME MHOTMMH BO3MOKHOCTSIMH IIH(POBOrO MHUpa
TpeOyeT coOI0ACHNS IPaB Ha HHTEIUIEKTYaIbHYI0 COOCTBEHHOCTbD.

TepMUH <«UMHTEIIEKTyalbHasl COOCTBEHHOCTb» OTHOCUTCS K PA3JIMYHBIM TBOPEHUIM
YeJI0OBEYECKOI0 yMa, HauMHas ¢ HOBBIX M300peTeHUi U 3HAKOB, 0003HAYAIOIINUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaHYMBasg KHHUTamH, QoTtorpadusiMu, KUHOQWIBMaMU U
MY3BIKaJIbHBIMU IPOU3BEICHUSIMM.

ABTOpCKHE TTpaBa — 3TO MpaBa Ha MHTEIIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHS
HayKH, JIMTEPATypbl U UCKyCCTBA. ABTOPCKHUE IIPaBa BBICTYNAIOT B KAYE€CTBE FapaHTUHU TOT'O, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPpyA aBTOpa HE OyaeT HampacHBIM, JacT €My CIIpaBeIJIMBbIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3ylbTaTax CBOErO TPyJa, MOJYyYUTh W3BECTHOCTh U MPU3HAHMUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOXKET BOCIIPOU3BOIUTH €r0 IPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOoJIMYHO JI€MOHCTPUPOBATh, MPOAABATH, HMMIIOPTHPOBATH, IyCKaTb B IPOKAT, MyOJIMYHO
UCTIOJIHATS, IOKA3bIBATH/UCTIOIHSTD B 2Hpe Wil pazmemaTs B IHTepHeTe.

Hcnonb30BaHue «IIMPATCKOro» MPOrpaMMHOI0 00€CIeUeHHsI MOXKET IMPUBECTH K MHOTUM
pUCKaM: OT NOTEpPH JaHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKHM TBOETrO YCTPOWCTBa, IJie
YCTAQHOBJICHHBIII He JierajbHas mnporpamma. He crout Takke 3a0bIBaTh, YTO CYILECTBYET
JerajabHble U OeCIIaTHBIE IPOrpaMMbl, KOTOPbIE MOKHO HAWTH B CETH.



